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1 Licensing

Copyright (C) 2006Amministrazione Provinciale di Pesaro e Urbino - Italy

This program is free software; you can redistribute it andiodify it under the terms of the GNU General
Public License as published by the Free Software Foundaithver version 2 of the License, or (at your

option) any later version.

This program is distributed in the hope that it will be usebut WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FORPARTICULAR PURPOSE. See

the GNU General Public License for more details.

You should have received a copy of the GNU General Publicrisealong with this program; if not, write
to the Free Software Foundation, Inc., 51 Franklin Streét Floor, Boston, MA 02110-1301, USA.

2 wssecurity File Documentation

2.1 wssecurity.c File Reference

Web  Services Security implementation for Cohesion  web
http://ww. oasi s-open. org/ conmi ttees/wss/.
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nclude <stdlib. h>

ncl ude <string. h>

ncl ude <assert.h>

nclude <libxm/tree. h>

ncl ude <libxm /xm menory. h>

ncl ude <l i bxm /parser. h>

ncl ude <xnl sec/ xnm sec. h>

ncl ude <xm sec/ xm tree. h>

ncl ude <xnl sec/xm dsi g. h>

ncl ude <xnl sec/ xm enc. h>

ncl ude <xnl sec/crypto. h>
ncl ude <xm sec/ bn. h>

ncl ude <xm sec/ base64. h>

isesy See
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2.1 wssecurity.c File Reference 2

#i ncl ude "wssecurity. h"

Functions

» charx wssecurity_sign_merfconst charstemplateMsg, const chassecurityTokenID, chakid-
List[], const charkeyFile, const chaxpassword, const chacertFile)
* int wssecurity _verify_mer{const chaxxmIMessage, charxkeyFileList)

2.1.1 Detailed Description

This is a simplified APl to xmlsed t p: / / www. al eksey. com xni sec) library. Two public meth-
ods are provided:

« wssecurity _sign_memgyhich sign a SOAP message, adding required signature nodbs txmi
document;

« wssecurity verify _memgyhich verify a SOAP message.

Warning:
[2006-12-12] This IS NOT a full implementation of Oasis Web Services Siygur
specifications. It is known to work only with a particular dpption (Cohesion, see
http://ww.rete. marche.it/sut/sut.asp?pag=15_1) based on MS .NET web ser-
vices.

Author:

Davide Principi<d.principi(AT)provincia.ps.it
Based on "verify3.c" (C) 2002-2003 Aleksey Sarialeksey(AT)aleksey.com

Version:
$ld: wssecurity.c 1692 2006-12-14 07: 31:49Z davi de $

2.1.2 Function Documentation

2.1.2.1 char= wssecurity_sign_mem (const char * templateMsg, const char * securityTokenl D, char
x idList[ ], const char = keyFile, const char * password, const char * certFile)

Sign message in memory.

Parameters:
templateMsg The SOAP message to be signed.

securityTokenID The ID of the SecurityToken element.

idList The IDs of the elements to be signed. Last element MUST be NULL
keyFile Path to the private pem certificate.

password Private certificate password.

certFile Path to the pem certificate.

Returns:
Signed message, or NULL, if failed. Memory mustflreeed.
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2.2 wssecurity.swg File Reference 3

See also:
wssecurity _verify_mem()

2.1.2.2 int wssecurity_verify_mem (const char x xmIMessage, char *x keyFileList)

Verify message signature.

Parameters:
xmIMessage The message to be verified.

keyFileList Certificate list used to check the signature. Last elemenSWbe NULL.

Returns:
ZEro on success, non-zero otherwise.

See also:
wssecurity_sign_mem()

2.2 wssecurity.swg File Reference

PHP module definition. See t p: / / www. swi g. or g.

2.2.1 Detailed Description

This file defines the PHP API. Two wrapper functions are pregitbwssecurity.qublic interface.

e string wssecurity sign_mem(string tenplateMsg, string securityTokenlD,
array idList, string keyFile, string password, string certFile).
Sign message in memory. Sessecurity_sign_mem()

e int wssecurity verify mem(string xm Message, array keyFileList). Verify
message signature. Saessecurity_verify_mem)

More informations can be retrieved by:

» wssecurity date get()

» wssecurity build_date get()

e wssecurity rev_get()

e wssecurity secext_ns get()

» wssecurity xmlsec version_get()
* wssecurity_libxml_version_get()

e wssecurity openssl_version_get()

Author:
Davide Principi<d.principi(AT)provincia.ps.it
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3 wssecurity Page Documentation

3 wssecurity Page Documentation

3.1 Installation

| NSTALLATI ON NOTES
Requi renent s
- libxm 2 (http://xmsoft.org/) 2.6.26
On a Debian Sarge system | do this conmand
$ ./configure --with-python=no --prefix=/opt/sic
$ make
$ make instal
- xm sec (ww. al eksey. coni xm sec) 1.2.10
On a Debian Sarge system | do this conmand (conpile with OpenSSL):
$ ./configure --with-gnutls=no --with-nss=no \
--with-1ibxm =/opt/sici --with-htm -dir=no \
--enabl e-tnpl -tests=no --prefix=/opt/sic
$ make
$ make instal
- openssl 0.9.7e
| keep the stable Debian Sarge package
Bui l d

Assum ng xm sec and libxm are installed in /opt/sici, as nornmal user
do

$ export PATH=/ opt/si ci/bin: $PATH
$ make php-lib

and as root user
# make php-instal

This will install the shared object in php extension
directory. Alternatively you can do

# nmake apache-i nstal
to install the .so and rel oad apache. Make sure required shared
object libraries are loaded. |f you conpiled xm sec and |ibxm 2 you
will need to set LD LIBRARY_PATH to point to the right directory.
Docunent ati on
If you have doxygen (and LaTeX) you can run
$ make doc
to create htm (and pdf) nmanual
Tests

In test/ directory there are sone exanples. You may need to change
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3.2 General Public License

sone code to make them work

2006-12-12 Davide Principi <d.principi(AT)provincia.ps.it>
$1d: INSTALL.txt 1712 2006-12-15 11: 04: 42Z davi de $

3.2 General PublicLicense

GNU GENERAL PUBLI C LI CENSE
Version 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc

59 Tenple Place, Suite 330, Boston, MA 02111-1307
Everyone is permitted to copy and distribute verbati mcopies
of this license docunment, but changing it is not allowed.

Pr eanbl e

The licenses for nost software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li cense is intended to guarantee your freedomto share and change free
software--to make sure the software is free for all its users. This
General Public License applies to nost of the Free Software
Foundation’s software and to any other program whose authors conmit to
using it. (Sonme other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your prograns, too

When we speak of free software, we are referring to freedom not
price. Qur General Public Licenses are designed to nake sure that you
have the freedomto distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free prograns; and that you know you can do these things

To protect your rights, we need to nake restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you nodify it.

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you nust give the recipients all the rights that
you have. You nust nmake sure that they, too, receive or can get the
source code. And you nust show themthese ternms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you | egal perm ssion to copy,
distribute and/or nodify the software.

Al so, for each author’s protection and ours, we want to nake certain
that everyone understands that there is no warranty for this free
software. |If the software is nodified by sonmeone el se and passed on, we
want its recipients to know that what they have is not the original, so
that any problens introduced by others will not reflect on the origina
aut hors’ reputations.

Finally, any free programis threatened constantly by software
patents. W wish to avoid the danger that redistributors of a free
programwi | | individually obtain patent licenses, in effect nmaking the
program proprietary. To prevent this, we have nmade it clear that any
patent must be licensed for everyone's free use or not licensed at all.

USA
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3.2 General Public License

The precise terms and conditions for copying, distribution and
nodi fication fol |l ow

GNU GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terns of this General Public License. The "Prograni, bel ow,
refers to any such programor work, and a "work based on the Progrant
nmeans either the Programor any derivative work under copyright |aw
that is to say, a work containing the Programor a portion of it,
either verbatimor with nodifications and/or translated into another
| anguage. (Hereinafter, translation is included without limtation in
the term"nodification".) Each |icensee is addressed as "you".

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running the Programis not restricted, and the output fromthe Program
is covered only if its contents constitute a work based on the
Program (i ndependent of having been made by runni ng the Progran
Whether that is true depends on what the Program does

1. You may copy and distribute verbatimcopies of the Progranis
source code as you receive it, in any nmedium provided that you
conspi cuously and appropriately publish on each copy an appropriate
copyright notice and disclainmer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Programa copy of this License
along with the Program

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee

2. You may nodify your copy or copies of the Programor any portion
of it, thus formng a work based on the Program and copy and
di stribute such nodifications or work under the ternms of Section 1
above, provided that you also neet all of these conditions:

a) You nust cause the nodified files to carry prom nent notices
stating that you changed the files and the date of any change

b) You nust cause any work that you distribute or publish, that in
whol e or in part contains or is derived fromthe Programor any
part thereof, to be licensed as a whole at no charge to all third
parties under the terns of this License

c) If the nodified programnornally reads conmands interactively
when run, you nust cause it, when started running for such
interactive use in the nobst ordinary way, to print or display an
announcenent including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user howto view a copy of this
Li cense. (Exception: if the Programitself is interactive but
does not normally print such an announcenent, your work based on
the Programis not required to print an announcenent.)

These requirenents apply to the nodified work as a whole. |If
identifiable sections of that work are not derived fromthe Program
and can be reasonably considered i ndependent and separate works in
thensel ves, then this License, and its terns, do not apply to those
sections when you distribute themas separate works. But when you
distribute the sane sections as part of a whole which is a work based
on the Program the distribution of the whole nust be on the termnms of
this License, whose permissions for other licensees extend to the
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3.2 General Public License

entire whole, and thus to each and every part regardl ess of who wote it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

coll ective works based on the Program

In addition, nmere aggregati on of another work not based on the Program
with the Program (or with a work based on the Program) on a vol ume of
a storage or distribution nediumdoes not bring the other work under
the scope of this License

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable formunder the terns of
Sections 1 and 2 above provided that you al so do one of the follow ng:

a) Acconpany it with the conplete correspondi ng machi ne-readabl e
source code, which nmust be distributed under the terns of Sections
1 and 2 above on a nedium custonarily used for software interchange

b) Acconpany it with a witten offer, valid for at |east three
years, to give any third party, for a charge no nore than your
cost of physically perform ng source distribution, a conplete
machi ne-readabl e copy of the correspondi ng source code, to be
distributed under the terns of Sections 1 and 2 above on a medi um
customarily used for software interchange; or

c) Acconpany it with the information you received as to the offer
to distribute correspondi ng source code. (This alternative is

al l owed only for nonconmmercial distribution and only if you
received the programin object code or executable formw th such
an offer, in accord with Subsection b above.)

The source code for a work neans the preferred formof the work for
maki ng nodifications to it. For an executable work, conplete source
code nmeans all the source code for all nodules it contains, plus any
associated interface definition files, plus the scripts used to
control conpilation and installation of the executable. However, as a
speci al exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form with the nmjor conponents (conpiler, kernel, and so on) of the
operating systemon which the executabl e runs, unless that conmponent
itsel f acconpani es the executable.

If distribution of executable or object code is made by offering
access to copy froma designated place, then offering equival ent
access to copy the source code fromthe sane place counts as
distribution of the source code, even though third parties are not
conpell ed to copy the source along with the object code

4. You may not copy, nodify, sublicense, or distribute the Program
except as expressly provided under this License. Any attenpt
otherwi se to copy, nodify, sublicense or distribute the Programis
void, and will automatically term nate your rights under this License
However, parties who have received copies, or rights, fromyou under
this License will not have their licenses termnated so | ong as such
parties remain in full conpliance

5. You are not required to accept this License, since you have not
signed it. However, nothing el se grants you permi ssion to nmodify or
distribute the Programor its derivative works. These actions are
prohibited by lawif you do not accept this License. Therefore, by
nmodi fyi ng or distributing the Program (or any work based on the
Progran), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Program or works based on it.

or,
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3.2 General Public License

6. Each time you redistribute the Program (or any work based on the
Progranm), the recipient automatically receives a license fromthe
original licensor to copy, distribute or nodify the Program subject to
these ternms and conditions. You may not inpose any further
restrictions on the recipients’ exercise of the rights granted herein
You are not responsible for enforcing conpliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limted to patent issues),
conditions are inposed on you (whether by court order, agreenment or
otherwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy sinmultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Programat all. For exanple, if a patent
license would not pernmit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Program

If any portion of this section is held invalid or unenforceable under
any particul ar circunstance, the bal ance of the section is intended to
apply and the section as a whole is intended to apply in other

ci rcumst ances

It is not the purpose of this section to induce you to infringe any
patents or other property right clainms or to contest validity of any
such clains; this section has the sole purpose of protecting the
integrity of the free software distribution system which is

i npl enented by public |license practices. Mny peopl e have nade
generous contributions to the wi de range of software distributed
through that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other systemand a |icensee cannot

i mpose that choice

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License

8. If the distribution and/or use of the Programis restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Programunder this License
may add an explicit geographical distribution limtation excluding
those countries, so that distribution is permitted only in or anong
countries not thus excluded. In such case, this License incorporates
the limtation as if witten in the body of this License

9. The Free Software Foundation nmay publish revised and/ or new versions
of the General Public License fromtinme to time. Such new versions w ||
be simlar in spirit to the present version, but may differ in detail to
address new probl ens or concerns

Each version is given a distinguishing version nunber. |If the Program

speci fies a version nunber of this License which applies to it and "any

| ater version", you have the option of follow ng the ternms and conditions
either of that version or of any later version published by the Free

Sof tware Foundation. |f the Program does not specify a version nunber of
this License, you may choose any version ever published by the Free Software
Foundat i on

10. If you wish to incorporate parts of the Programinto other free
prograns whose distribution conditions are different, wite to the author
to ask for permission. For software which is copyrighted by the Free
Sof tware Foundation, wite to the Free Software Foundation; we sonetines
make exceptions for this. CQur decision will be guided by the two goal s
of preserving the free status of all derivatives of our free software and
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3.2 General Public License

of pronoting the sharing and reuse of software generally.
NO WARRANTY

11. BECAUSE THE PROGRAM I S LI CENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPLI CABLE LAW EXCEPT WHEN
OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR OTHER PARTI ES
PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY OF ANY KI ND, ElI THER EXPRESSED
OR I MPLI ED, I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE. THE ENTI RE RI SK AS
TO THE QUALI TY AND PERFORVANCE OF THE PROGRAM | S WTH YOQU. SHOULD THE
PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF ALL NECESSARY SERVI ClI NG
REPAI R OR CORRECTI ON.

12. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI TI NG
W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY AND/ OR
REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DAVAGES,
I NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DANMAGES ARI SI NG
OUT OF THE USE OR I NABILITY TO USE THE PROGRAM (I NCLUDI NG BUT NOT LI M TED
TO LOSS OF DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY
YOU OR THI RD PARTI ES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER
PROGRAMS) , EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE
PGCSSI BI LI TY OF SUCH DANAGES.

END OF TERVS AND CONDI Tl ONS
How to Apply These Terms to Your New Prograns

If you devel op a new program and you want it to be of the greatest
possi bl e use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terns.

To do so, attach the followi ng notices to the program It is safest
to attach themto the start of each source file to nost effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one line to give the progranis nane and a brief idea of what it does.>
Copyright (C <year> <nane of author>

This programis free software; you can redistribute it and/or nodify
it under the ternms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; w thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the

G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA

Al'so add information on how to contact you by el ectronic and paper mail.

If the programis interactive, make it output a short notice like this
when it starts in an interactive node:

Gnonovi si on version 69, Copyright (C) year nane of author

Gnonovi si on conmes with ABSOLUTELY NO WARRANTY; for details type ‘show w .
This is free software, and you are welcone to redistribute it

under certain conditions; type ‘showc’ for details.

The hypot hetical conmands ‘show w and ‘show ¢’ shoul d show the appropriate
parts of the General Public License. O course, the commands you use may
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3.2 General Public License 10

be call ed sonething other than ‘show w and ‘show c’; they could even be
mouse-clicks or menu itens--whatever suits your program

You shoul d al so get your enployer (if you work as a progranmer) or your
school, if any, to sign a "copyright disclainmer" for the program if
necessary. Here is a sanple; alter the nanes:

Yoyodyne, Inc., hereby disclainms all copyright interest in the program
‘ Gnonovi sion’ (which nakes passes at conpilers) witten by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your programinto
proprietary progranms. |f your programis a subroutine library, you may
consider it nore useful to permt linking proprietary applications with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.
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